Lab S04
Splunk and Attack Data Ingest

Prerequisites

Lab S00 For Splunk

This lab was run using a Ubuntu 22.04 Virtual Machine in VMM


For this lab, we will be ingesting datasets generated through the use of Atomic Red Team, an open-source testing framework that simulates real-world adversary behavior. The goal is to evaluate and analyze system security by identifying weaknesses and vulnerabilities to specific Techniques and Sub-Techniques outlined in the MITRE ATT&CK Framework. By executing these controlled attack simulations, we will gain insights into how various tactics are employed by adversaries, assess the effectiveness of existing security controls, and refine detection and mitigation strategies. This lab will also involve analyzing the generated logs, correlating findings with ATT&CK techniques, and developing recommendations for improving overall cybersecurity posture.


The Splunk Attack Data is found here:
https://github.com/splunk/attack_data
The above Github was used to ingest data sets to Splunk.

To convert Base64 Encoded commaneds that we will run into use this website:
https://www.base64decode.org/dec/YWRtaW5pc3RyYXRvcg/


MAKE AN INDEX and Download attack data

Make an index under Settings -> index, like we have before. I’ve called mine test.


git clone https://github.com/splunk/attack_data.git
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sudo apt install git-lfs
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git lfs install --skip-smudge

From: https://manpages.debian.org/testing/git-lfs/git-lfs-install.1.en.html

--skip-smudge
Skips automatic downloading of objects on clone or pull. This requires a manual "git lfs pull" every time a new commit is checked out on your repository.


Git extension for versioning large files. Git Large File Storage (LFS)

There are around 10GB of data in the splunk/attack_range. To reduce download time we will only be using git lfs on the clone directory structure to pull specific dataset directories.
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cd attack_data
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cat datasets/attack_techniques/T1003.002/atomic_red_team/atomic_red_team_yml
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Edit the attack replay configuration yml to adjust how the data sets are posted to splunk and what data is sent. 

nano bin/replay.yml

Remove all but Sysmon logs, change credentials to match your splunk admin and password and change index the index from main to the index you’ve just created.
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pip install virtualenv
virtualenv venv
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Venv activate

source venv/bin/activate
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Install requirements with:

Pip install –r bin/requirements.txt

Execute script
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Search index for all time as these were collected some time ago. 

[image: A green bar with black background

Description automatically generated]

We can see from the description of the attack_data directory T1003.02 that this is a successfully Registry dump of Security Account Manager (SAM) shown here https://attack.mitre.org/techniques/T1003/002/


Detection and Analyisis


Detection of command execution in MITRE ATT&CK is shown below.

	DS0017
	Command
	Command Execution
	Monitor executed commands and arguments that may attempt to extract credential material from the Security Account Manager (SAM) database either through in-memory techniques or through the Windows Registry where the SAM database is stored.
Analytic 1 - Unauthorized attempts to dump SAM database through command execution.
index=security sourcetype="Powershell" EventCode=4104 Image="powershell.exe" CommandLine IN ("Invoke-Mimikatz", "Invoke-SAMDump", "reg save hklm\sam", "reg.exe save hklm\sam*")



So lets start by looking in Search & Reporting for powershell.exe without any specific SPL statement to see how it might lay out in our data set.
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Powershell can be filtered to then filter CommandLine executions where it can be shown that pypykatz is being run (the python version of minikatz) which is used to view and save authentication information i.e. credentials.
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Pypykatz is not something that would be run during normal operations







The use of pypykatz is something that should trigger an alert but there is also an encoded command line execution 
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That when decoded shows:

&chcp.com 65001 > $null
$exec_wrapper_str = $input | Out-String
$split_parts = $exec_wrapper_str.Split(@("`0`0`0`0"), 2, [StringSplitOptions]::RemoveEmptyEntries)
If (-not $split_parts.Length -eq 2) { throw "invalid payload" }
Set-Variable -Name json_raw -Value $split_parts[1]
$exec_wrapper = [ScriptBlock]::Create($split_parts[0])
&$exec_wrapper

When googling:

https://github.com/ansible/ansible/blob/devel/lib/ansible/executor/powershell/bootstrap_wrapper.ps1

a bootstrap_wrapper powershell script

So let’s make a search that takes the process ID that are running this encoded command and find the children of this command using a subsearch in splunk.

index=test [search index="test" parent_process_exec="powershell.exe" CommandLine="\"C:\\Windows\\System32\\WindowsPowerShell\\v1.0\\powershell.exe\" -NoProfile -NonInteractive -ExecutionPolicy Unrestricted -EncodedCommand "  | fields process_id | rename process_id as parent_process_id | format]

We are taking the fields of process_id and returning them renamed as parent_process_id to the same index.

Running a search with this command as the parent command line argument returns a number of .cmdline creations in /tmp as well as matching .dll

https://www.reddit.com/r/crowdstrike/comments/ved8hx/possible_suspicious_behavior_regarding_cscexe_and/

However the creation of these .cmdline and .dlls may or may not be normal behavior? Hashes of these processes run through virus total do not return anything suspicious.


Event ID 10: ProcessAccess

when a process tries to open another process

This enables detection of hacking tools that read the memory contents of processes like Local Security Authority (Lsass.exe) in order to steal credentials for use in Pass-the-Hash attacks.
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Local Security Authority Subsystem Service (LSASS). LSASS stores sensitive information in memory, making it a target for adversaries who may try to: dump credentials to escalate privileges, steal data, and move laterally.
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Going back to our search on pypykatz

index="test" |search pypykatz

We can see a parent command line of another encoded command

'"powershell.exe" -noninteractive -encodedcommand '

This can be decoded to:  

[Console]::InputEncoding = New-Object Text.UTF8Encoding $false; Import-Module "C:\AtomicRedTeam\invoke-atomicredteam\Invoke-AtomicRedTeam.psd1" -Force
Invoke-AtomicTest "T1003.002" -Confirm:$false -TimeoutSeconds 300 -ExecutionLogPath C:\AtomicRedTeam\atc_execution.csv

Just to show how one might go about identifying source of a malicious execution with windows Sysmon. The user is shown to be Administrator.

There are 6 commands in our pypykatz search. We can see that pypykatz was installed with pip3 and we can sall the “live registry” command is invoked using pypykatz.

pypykatz live registry: Prints all credentials to STDOUT

Since LSASS is our the target service as shown previously lets return and see what might be done after the print out of crendentials.

Searching:

index="test" EventCode=10 parent_process_exec="lsass.exe"


Processes with parent process lsass
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This command is used to generate a Volume Shadow Copy

https://lolbas-project.github.io/lolbas/Binaries/Esentutl/

of %SystemRoot%/system32/config/SAM
/d names the directory SAM
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Which appears to be a Child of the Command Line argument we indentified earlier that ran the attack csv.
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Using index="test" | search del

We can see that 
sam system and security are deleted from the temp folder.


/c "del %%temp%%\sam &gt;nul 2&gt; nul &amp; del %%temp%%\system &gt;nul 2&gt; nul &amp; del %%temp%%\security &gt;nul 2&gt; nul


To see the full list of commands we can run 

index="test" CommandLine="*" CommandLine!=*splunk* & CommandLine!=EncondedCommand


When searching for exfiltraion lets try a simple search for DNS

index="test" | search DNS

This brings back a 2 script run with titles related to DNS


\T1071-dns-domain-length.ps1

And 
\T1071-dns-beacon.ps1

Aptly stored in a directory T1071.004

Event Code 11 for file creation
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We can see this has a process ID of 608 


index="test"process_id=608

Shows then the many processes associated with this original execution ??

index="test"process_id=608 | stats values(file_name) as Filenames

Show the many file names associated with process 608


Digging on encoded command we can see that the parent command of the csv attack execution is the 
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Which leads me to conclude that the malware payload was delivered with and ansible deployer

https://www.rapid7.com/db/modules/exploit/linux/local/ansible_node_deployer/

Particularly given all the hints weve been given. It was likely the ansible atomic read team
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splunk:
# connects to host on port 8089 make sure you have access to <host>:8089
host: localhost
username: admin
password: changeme

datasets:
I name: T1003.002_sysmon
path: datasets/attack_techniques/T1003.002/atomic_red_team/windows-sysmon.log
replay_parameters:
source: XmlWinEventLog:Microsoft-Windows-Sysmon/Operational
sourcetype: xmlwineventlog
index: main
enabled: True
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[splubuntu@splubuntu:~/Desktop$ sudo apt install git-1fs
Reading package lists... Done
Building dependency tree... Done

. Reading state information... Done
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ﬁsplubuntu@splusantu:~/Desktop$ git 1fs install —-skip-smudge
Git LFS initialized.
splubuntu@splubuntu:~/Desktop$ I
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d(splubuntu@splubuntu:~/Desktop$ cd attack_data/
alsplubuntubsplubuntus~/Desktop/attack_data git 1fs pull --include=datasets/attack_techniques/T1603.002/atomic_red_team/
splubuntu@splubuntu:~/Desktop/attack_data$ | 9.3 MB/s
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splubuntu@splubuntu:~/Desktop/attack data$ cat datasets/attack_techniques/T1603.002/atomic_red_team/atomic_red_team.yml
author: Patrick Bareiss
Iid cc9b25e7-efc9-11eb-926b-550bf0943Fbb.

date: '2026-10-08"
description: 'Atomic Test Results: Successful Execution of test T1003.062-1 Registry
dump of SAM, creds, and secrets Return value unclear for test T1003.062-2 Registry
parse with pypykatz Successful Execution of test T1003.802-3 esentutl.exe SAM copy '
; environment: attack_range
dataset:
- https://media.githubusercontent.com/media/splunk/attack_data/master/datasets/attack_techniques/T1003.002/atomic_red_team/attack-range-windows-don
- https://media.githubusercontent.con/media/splunk/attack_data/master/datasets/attack_techniques/T1063.002/atomic_red_team/windows-powershell.log
- https://media.githubusercontent.con/media/splunk/attack_data/master/datasets/attack_techniques/T1063.002/atomic_red_team/copy-powershell.log
S - https://media.githubusercontent.com/media/splunk/attack_data/master/datasets/attack_techniques/T1603.002/atomic_red_team/windows-security.log
. - https://media.githubusercontent.com/media/splunk/attack_data/master/datasets/attack_techniques/T1603.002/atomic_red_team/windows-security_ssa.log
1 - https://media.githubusercontent.com/media/splunk/attack_data/master/datasets/attack_techniques/T1603.062/atomic_red_team/windows-sysmon.log
- https://media.githubusercontent.com/media/splunk/attack_data/master/datasets/attack_techniques/T1603.002/atomic_red_team/windows-system.log
S - https://media.githubusercontent.com/media/splunk/attack_data/master/datasets/attack_techniques/T1603.002/atomic_red_team/crowdstrike_falcon.log
sourcetypes:
- XmlWinEventLog:Microsoft-Windows-Sysmon/Operational
- WinEventLog:Microsoft-Windows-Powershell/Operational
- WinEventLog:System
- WinEventLog:Security
| - crowdstrike:events:sensor
| references:
| - https://attack.mitre.org/techniques/T1003/602/
l— https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1003.062/T1603.002..md

~ https://github.com/splunk/security-content/blob/develop/tests/T1003_002.yml
splubuntu@splubuntus~/Desktop/attack_data$ |




image7.png
splubuntu@splubuntu:~/Desktop/attack data$ pip install virtualenv
Defaulting to user installation because normal site-packages is not writeable
Collecting virtualenv
Using cached virtualenv-20.27.1-py3-none-any.whl (3.1 MB)
Requirement already satisfied: distlib<1,>=.3.7 in /home/splubuntu/.local/1ib/python3.16/site-packages (from virtualenv) (8.3.9
Requirement already satisfied: filelock<4,>=3.12.2 in /home/splubuntu/.local/lib/python3.10/site-packages (from virtualenv) (3.16.1]
Requirement already satisfied: platformdirs<s,>=3.9.1 in /home/splubuntu/.local/lib/python3.10/site-packages (from virtualenv) (4.3.6]
Installing collected packages: virtualenv
Successfully installed virtualenv-20.27.1
splubuntu@splubuntu:~/Desktop/attack_data$ virtualenv venv
created virtual environment CPython3.10.12.final.e-64 in 1134ms
creator CPython3Posix(dest=/home/splubuntu/Desktop/attack_data/venv, clea
seeder FromAppData(download=False, pip=bundle, setuptools=bundle, wheel=!
added seed packages: pip==24.3.1, setuptools==75.2.0, wheel==0.44.0
activators BashActivator,CshellActivator, FishActivator,NushellActivator, PowerShellActivator, PythonActivator
splubuntu@splubuntu:~/Desktop/attack_data$ 1s
attack_data_service bin datasets environments LICENSE README.md testfile.txt venv
splubuntu@splubuntu:~/Desktop/attack_data$ [

10 sen

alse, no_ves_ignore
undle, via=copy, app_data_dir=/home/splubuntu/.local/share/virtualenv)

5 Use the scioud ¢ {00! as a requirement.
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[splubuntu@splubuntu:~/Desktop/attack_data$ source venv/bin/activate
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(venv) splubuntu@splubuntu:~/Desktop/attack_data$ pip install -r bin/requirements.txt
Ignoring pathlib: markers 'python_version < 3.4"' don't match your environment
Collecting certifi==2021.5.30 (from -r bin/requirements.txt (line 1))
Using cached certifi-2021.5.30-py2.py3-none-any.whl.metadata (3.0 kB)
Collecting chardet==4.0.0 (from -r bin/requirements.txt (line 2))
Using cached chardet-4.0.0-py2.py3-none-any.whl.metadata (3.5 kB)
Collecting idna==2.1@ (from -r bin/requirements.txt (line 3))
Using cached idna-2.10-py2.py3-none-any.whl.metadata (9.1 kB)
Collecting PyYAML==6.0 (from -r bin/requirements.txt (line 5))
Using cached PyYAML-6.6-cp310-cp316-manylinux_2_5_x86_64.manylinux1_x86_64.manylinux_2_12_x86_64.manylinux2016_x86_64.whl.metadata (2.0 kB)
Collecting requests==2.25.1 (from -r bin/requirements.txt (line 6))
Using cached requests-2.25.1-py2.py3-none-any.whl.metadata (4.2 kB)
Collecting splunk-sdk==1.6.18 (from -r bin/requirements.txt (line 7))
Using cached splunk_sdk-1.6.18-py3-none-any.whl
Collecting urllib3==1.26.7 (from -r bin/requirements.txt (line 8))
Using cached urllib3-1.26.7-py2.py3-none-any.whl.metadata (44 KB)
Using cached certifi-2021.5.30-py2.py3-none-any.whl (145 kB)
Using cached chardet-4.0.8-py2.py3-none-any.whl (178 kB)
Using cached idna-2.16-py2.py3-none-any.whl (58 k8)
Using cached PyYAML-6.8-cp310-cp316-nanylinux_2_5_x86_64.manylinux1_x86_64.manylinux_2_12_x86_64.manylinux2010_x86_64.whl (682 kB)
Using cached requests-2.25.1-py2.py3-none-any.whl (61 kB)
Using cached urllib3-1.26.7-py2.py3-none-any.whl (138 kB)
Installing collected packages: splunk-sdk, certifi, urllib3, PyYAML, idna, chardet, requests
Successfully installed PyYAML-6.@ certifi-2021.5.3@ chardet-4.0.@ idna-2.10 requests-2.25.1 splunk-sdk-1.6.18 urllib3-1.26.7
(venv) splubuntu@splubuntu:~/Desktop/attack_data$ python bin/replay.py -c bin/replay.yml
successfully indexed 1 dataset on splunk server localhost
(venv) splubuntu@splubuntu:~/Desktop/attack_data$ |
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index="test" parent_process_exec="powershell.exe"
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<Event xnlns="http: //schenas. microsoft. con/win/2004/08/events/event '><Systen><Provider Name='Microsof t-Hindows-Sysnon' Guid='(5770385F-C22A-43E0-BF4
C-O6FS69BFFBDY) ' /><EventID>1</EventID><Version>5</Version><Level>4</Level><Task>1</Task><Opcode>0</Opcode><Keywords>@x8000000000000000</ Keywords><Tine
Created SystenTine='2020-10-08T11:03:45.7776132002" /><EventRecordID>4589</EventRecordID><Correlation/><Execution ProcessID='2912" ThreadID='3424'/><Ch
annel>Microsoft-Hindows-Sysmon/Operational.</Channel><Computer>win-dc-6764986. at tackrange. local </Conputer><Security UserID='S-1-5-18'/></System><EventD
ata><Data Nane='RuleName'>-</Data><Data Nane='UtcTime'>2020-10-08 11:03:46.775</Data><Data Name='ProcessGuid'>(96128EA2-F212-5F TE-ES00-000000007F 1)</
Data><Data Name='ProcessId'>4956</Data><bata Name='Inage'>C: \Windows\Systen32\cnd. exe</Data><Data Name="'FileVersion'>10.0.14393.0 (rsl_release. 16071
5-1616)</Data><Data Nane="Description'>Windows Command Processor</Data><Data Name='Product '>Microsofto Windowse Operating Systen</Data><Data Name='Com
pany'>Microsoft Corporation</Data><bata Nane='0riginalFileName'>Cnd. Exe</Data><Data Name='ComnandLine'>"C: \Windows\systen32\cnd. exe" /c "del WwindirX
%\SAH 8amp; esentutl.exe /y /vss %iSystemRootx%/systen32/config/SAH /d %windirx%/SAH" </Data><Data Name='CurrentDirectory'>C:\Users\ADMINI~1\AppData
\Local\Temp\</Data><Data Name="User ' >ATTACKRANGE\Administrator</Data><ata Name='LogonGuid'>(96128EA2-F210-5FTE-ACD4-080000000000)</Data><Data Name='L
ogonld'>@x8d4ac</Data><Data Name='TerminalSessionld'>0</Data><Data Name='IntegrityLevel '>High</Data><Data Name="Hashes'>HD5=F AF684066175877E0C3A000549
D2922C, SHA256=935C1861DF 1F 401 8D69BEBB6SABF AG2DTE03TDBF 63CA3C2065B6CAT 65D44AD2, INPHASH=3062ED732D4B25D1 CE4FOB4DACI TD3TA< /Data>Data Name="ParentProces
SGuid'>(96128EA2-F211-5FTE-DF00-000000007F01)</Data><Data Name='ParentProcessId'>4624</Data><Data Name='Parentnage '>C: \Windows\Systen32\WindowsPowers
hel1\v1..0\powershell..exe</Data><Data Nane="ParentComnandLine'>"powershell.exe" -noninteractive -encodedcomand WWBDAGBAbEBZAGBADABIAFAOASAEKAbGBWAHU
AQABFAGAAYWBVAGQA3QBUAGCATAASACAATEB1AHCAL QBPAG AagB1 AGHAGAARAF QAZQBA AHQAL EBVAF QAREAAAEUADEBIAGBAZABPAGAAZYARACQAZEBRAGACHBL ADSATABJAGOACABVAHTAGAALA
EOAbNBKAHUADABIACAAT gBDADOAXABBAHQADWB tAGKAYWBSAGUAZABUAGUAY QB tAF WAGQBUAHY AbWE AGUAL QBhAHQAbWB tAGKAYWB Y AGUAZABOAGUAY QB tAF WASQBUAHY AWB AGUAL QBBAHQAbWS
EAGKAYWBSAGUAZABUAGUAYQBEACAACABZAGQAMQATACAALQ BIAGUACEB] QALAEE/ QB JAFQAZQBZAHOAT A A QAMQAWADAAHWAUADAAMAAYACTATAAAEHAD
WBUAGYAQQBY AGOAOGAKAGYAY QB AHHAZQAGACOAVABPAGOAZQBVAHUAGABTAGUAYWBVAGAAZABZACAAWAWADAAT AAAEUAE ABLAGHACQBOAGKADWBUAEWADWBNAF AAY QBOAGEATABDADOAXABBAHQ
AbMBEAGKAYWBSAGUAZABUAGUAYQBEAFWAY QBOAGHAXWB1AHEAZOB JAHUAGABPAGBADBAUAGHACKB 2AA==</Data></EventData></Event>
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[splubuntu@splubuntu:~/Desktop$ git clone https://github.com/splunk/attack_data.git
Cloning into 'attack_data'...

remote: Enumerating objects: 17374, done.

remote: Counting objects: 100% (1935/1935), done.

remote: Compressing objects: 100% (1078/1078), done.

remote: Total 17374 (delta 899), reused 1567 (delta 799), pack-reused 15439 (from 1)
Receiving objects: 100% (17374/17374), 64.55 MiB | 1@.23 MiB/s, done.

Resolving deltas: 100% (9499/9499), done.

Updating files: 100% (2575/2575), done.

[splubuntu@splubuntu:~/Desktop$ 1ls

artifacts attack_data osquery-configuration Velociraptor
splubuntu@splubuntu:~/Desktop$ I




